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Introduction

This policy sets out the network security that is in place within Severn Bridges Multi Academy
Trust to protect all schools within the Trust.

The provisions in place follow the DfE filtering and monitoring standards as part of Keeping
Children Safe in Education 2023. Keeping Children Safe in Education (KCSIE) and this policy
should be read in conjunction with the SBMAT E-Safety Policy (December 2023).

The Filtering and Monitoring Standards state that we should:

« Identify and assign roles and responsibilities to manage our filtering and monitoring
systems,

e Review our filtering and monitoring provision at least annually,

e Ensure filtering systems block harmful and inappropriate content, without
unreasonably impacting teaching and learning,

e Have effective monitoring strategies that meet the safeguarding needs of our
schools.

Enhanced Filtering and Monitoring

Severn Bridges Multi Academy Trust has introduced enhanced filtering and monitoring
capability through Senso at Mount Pleasant Primary School, Greenfields Primary School and
Radbrook Primary School to ensure the safety of our pupils.

Shropshire Council provide an alternative comparable enhanced filtering and monitoring
through Smoothwall to Sundorne Infant School and Nursery and Harlescott Junior School.

Monitoring

Senso Backrop monitors and logs what users are doing on the internet or typing on their
computers \tablets.

If triggered, e.g., by a bad word or words, it logs and categorises them into 3 areas: Minor,
Moderate, and Major.

It detects and separates words that may be part of other words, e.g. sex [ Essex and would
place it as a Minor.

If a swear word is used or they access a site with harmful content that gets through the
filtering, this would register as a major trigger.

All major triggers would notify all SLTs via Emails with a photo of what the pupil was doing,
with the pupil name, device and time.

Keyword Detection for Pupil Online Safety

Pupil safety is fundamental. As they spend more time online for learning, the possibility for
online harm increases.


https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges/filtering-and-monitoring-standards-for-schools-and-colleges
https://schoolleaders.thekeysupport.com/pupils-and-parents/safeguarding/managing-safeguarding/keeping-children-safe-in-education-2022-summary/

Senso Wellbeing provides a further level of internet safety for our schools with powerful,
keyword detection tools to capture, record and identify early warning signs of harmful
online behaviour.

Identify Vulnerable Students

Senso Wellbeing's keyword library index contains thousands of keywords to identify pupils
accessing harmful online content such as suicide, mental health, eating disorders, (cyber)
bullying, or any other sensitive topic on their device.

Internet safety software detects these keywords in real-time, capturing them for review by
the pupil’s teacher or counsellor.

With “who, what, when and why” information provided, staff members can build a full
picture of the capture and intervene early if necessary.

Network Security

Network security is managed by the Trust’s ICT provider The Computer factory, who work
closely with the schools’ ICT technicians and the Central Team.

The Computer Factory, employs ARISTA Edge Threat Management | NG Firewall Filter
(Formally Untangle).

The following details the various technical elements in place across the Trust network.

Security, Visibility & Control

NG Firewall simplifies network security with a single, modular software platform designed to
fit the evolving needs of mid-sized and distributed organisations.

NG Firewall provides a browser-based, responsive and intuitive interface enabling network
administrators to quickly gain visibility into the traffic on the network.

From content filtering to advanced threat protection, and VPN connectivity, NG Firewall
delivers a bulletproof network security platform.

NG Firewall Features

NG Firewall is exceptionally easy to use with a simple app based graphical Ul allowing
administrators to tailor NG Firewall for specific network needs.

e Comprehensive Security at the Gateway Proactively stops malware, hacking
attempts, phishing schemes and other threats before they reach users’ devices.

¢ Next-Generation Filtering Get a handle on every rogue application, encrypted web
request, malware distribution point, drive-by malvertising attempt, and rash of
spam.

¢ Deep Analysis and Insights Gain valuable insights from database-driven reports
without the need for a separate appliance. See the network status at a glance on
the dashboard, ensure compliance with full event logs, and get notifications of
threats, anomalies or unusual user behaviour with alerts.



Superior Connectivity & Performance

e Meets the challenges of a remote workforce, branch offices and guest Wi-Fi.

e Keeps users and data safe regardless of location or level of access. Balance
competing priorities, ensure Quality of Service (QoS), and maximise uptime.

e Protect

e Proactively blocks malware, phishing, spam, hacking and other exploits from
reaching network users and devices.

Firewall

Safeguards the network from Internet threats with control by IP address, protocol and port.
Administrators can designate which systems and services (HTTP, FTP, etc.) are publicly
available.

Firewalls can be run as a transparent bridge to complement a pre-existing firewall and
allows administrators to control inbound and/or outbound access to specific IPs and ports.

Intrusion Prevention

Stops exploits before they enter the network. Pre-configured signature-based IPS makes it
easier for administrators to provide 24/7 network protection from hackers. It minimises
annoying false positives and ensures that signatures are always current with automatic
updates. With an easy-to-use setup wizard allowing simple configuration of rules specific
to each environment, Intrusion Prevention provides flexible control. Over 34,000 signature
detections, including heuristic signatures for port scans, enable you to effectively monitor
and block most suspicious requests.

Phish Blocker

Protects unsuspecting, click-happy users from identity theft attempts. Phish Blocker
protects users from email phishing attacks and fraudulent pharming websites, and allows
you to enable (or disable) the scanning of SMTP emails and take the appropriate action:
Mark, Pass, Drop or Quarantine.

Threat Prevention

Blocks access to web and application content based on an analysis of the IP address’s
reputation. IP address reputation scoring is based on the Webroot BrightCloud® IP
Reputation Service. This intelligent, real-time packet inspection categorises IP addresses
into five distinct categories — High Risk, Suspicious, Moderate Risk, Low Risk, and Trustworthy.
Figure 1: NG Firewall Threat Prevention.

Virus Blocker

Virus Blocker stops viruses at the gateway by leveraging signatures from Bitdefender™, the
leader in speed and efficacy in identifying emerging threats. Heuristic models provide an



additional layer of protection against zero-day threats, and real-time updates with no
system downtime ensure that your network is always protected. Virus Blocker identifies and
blocks zero-day threats, viruses, worms, Trojan horses, botnets, unknown malware, and new
infections.

Edge Threat Management | NG Firewall Filter

Identifies every rogue application, encrypted web request, malware distribution point and
rash of spam.

Ad Blocker

Eliminates ad and cookie tracking, while improving webpage load times. Based on the open
source project AdBlock Plus, Ad Blocker lets you easily block ads at the gateway without
installing browser plugins. Ad Blocker prevents malware and scams through banner ads
while reducing traffic on the network.

Application Control

Controls access to applications, which can be productivity drains and bandwidth hogs.
Application Control performs deep packet (DPI) and deep flow (DFI) inspection of network
traffic, enabling it to accurately identify thousands of common applications such as social
networking, P2P, instant messaging, video streaming, file sharing, enterprise applications
and much more. Make sure that your users can access mission-critical and cloud-based
apps while keeping recreational or inappropriate apps off the network.

Application Control works in concert with Web Filter, SSL Inspector, Bandwidth Control and
Policy Manager to give you the tools you need to enforce your user policies. Figure 2: NG
Firewall Application Control Report.

Spam Blocker

Filters and quarantines fraudulent email—spam, phishing and email fraud—preventing it
from reaching users. Its smart analysis delivers a catch rate of 99.5% while minimising false
positives. Spammers constantly adjust their content and tactics to evade spam blockers.
Spam Blocker is updated in real-time to keep you one step ahead of spammers. Quarantine
is automatic and maintenance-free.

SSL Inspector

Decrypts, scans and re-encrypts HTTPS and SMTP traffic on the fly. SSL Inspector creates a
specialised certificate on each client. This certificate communicates directly with the
gateway which is then able to decrypt HTTPS and SMTP traffic, process, and re-encrypt it
without ever exposing the decrypted traffic to the network. This enables HTTPS traffic to be
inspected in the same way as regular HTTP traffic, meaning that all NG Firewall apps and
their rules can be applied.



Web Filter

Blocks inappropriate content at the gateway before it reaches users. Allow, block, flag or
alert by category to easily set up rules that meet your criteria. Web Filter allows you to
monitor and control searches across popular search engines including Google, YouTube,
Ask, Bing, and Yahoo. You can also enforce safe search on YouTube, as well as log searches,
giving you an unprecedented degree of visibility and control, ideal for content-sensitive
environments like schools, public libraries, and social services organisations.

Perform

Ensures network performance, maximum uptime and QoS to increase productivity.
Bandwidth Control Manage the priority of business-critical, recreational and inappropriate
traffic. Ensure Quality of Service (QoS), utilise bandwidth resources efficiently, and prioritise
bandwidth toward business-critical apps like VOIP, cloud-based business applications, or
video conferences. Combine Bandwidth Control with Policy Manager to define different
actions based on policies (user, group, time of day, etc.).

Web Cache

Streamlines and accelerates users’ Internet browsing experience. Web Cache enables
cached elements to be shared by all Internet users on your network increasing the
responsiveness of web applications and reducing the bandwidth load.

Edge Threat Management | NG Firewall Connect

Maintains visibility and control over remote workers, branch offices and guest Wi-Fi to keep
users connected and data safe.

Manage

Creates policies by user, group, device, and time to control access. Gets complete visibility
into network activity and traffic.

Directory Connector

Uses Microsoft Active Directory or RADIUS to power policy management to quickly and easily
authenticate to the network, providing smooth, secure, and seamless access to the network.
Network administrators have visibility to each user as they authenticate, and can assign
them to groups in the directory, simplifying and augmenting policy management.

Policy Manager

Defines and manages network privileges based on usernames, groups, time, day or
protocol. Policies provide a way to segment network traffic to provide completely separate



configurations for traffic processing. For example, in a school network you could allow
teachers to access Facebook but not students.
Additionally, administrators can configure multiple applications in separate policies
simultaneously using the Parent Policy system.

Parent Policies provide a tiered organisation of policies providing global policies at the
Parent Policy level that apply to all traffic, and additional more customised policies for
“child” tiers or levels below the Parent Policy.

Reports Drill down into any feature or across all features by user, group, time and more.
Comprehensive, or summary reports can also be distributed automatically via email to key
stakeholders.

Configuration Backup

Enables recovery from hardware failures and disasters, and configuration profiles to be
shared across multiple deployments of NG Firewall.

Branding Manager not used

Personalises user-facing screens to add company logo, name and contact information
Zero-Touch Provisioning.

Network administrators can remotely set up and configure NG Firewall without having to be
on site. Automatic upgrades ensure all appliances are kept up to date with the latest
security updates and enhancements.

Centralised Management

One or many NG Firewall appliances can be managed from any browser. Full visibility of all
deployments enables administrators to view appliance network status, important events,
reporting data and push global configurations.

Deploying NG Firewall NG Firewall in various ways helps us to choose the best deployment
method for your network. Use a dedicated NG Firewall hardware appliance and drop it into
your network with zero touch deployment, or use your own hardware that meets the
hardware requirements. NG Firewall can also be deployed on a virtual machine, or in the
cloud with AWS or Azure.

Backup and Restore

All Trust schools are using Google Drive mainly for document storage, Google Drive has a
backup policy and retention for up to 25 days.

The servers at each school have an internal backup system. They have a NAS drive which
sits on the HyperV server and backs up the entire server Guest image. The backup retention
is 2 months.



The internal backup system is hidden from the schools’ network and the outside world. This
means if we have a malicious cyber attack from the curriculum side of the network they
would not be able to access the backups.

We periodically test the backups for resilience and test restore time permitting, the software
we use is Altaro HyperV Backup.

Both of the systems we use above have self-monitoring and Emails use when there are any
issues arising.

Monitoring and Review

This policy is reviewed at least every two years and will be updated as needed to ensure it
is up-to-date with such issues as they emerge and evolve, including any lessons learnt.

Any changes made to this policy will be communicated to all members of staff. All
members of staff are required to familiarise themselves with all processes and procedures
outlined in this policy as part of their induction programme.



